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NEWS AT J. B. BODA

An article "Together we will succeed" by Mr. Atul Boda, Chairman ïJ. B. Boda Grouppublished in the 

Special COVID-19 June-2020 edition of Asia Insurance Review- the leading & finest media in the insurance 

fraternity. The complete article was shared earlier with our patrons at the commencement of the month June-2020



PRIME STORY

The $6 trillion heistavoiding global attention

Criminal hackersdemandingransomfrom a leading Indian financial companyonce more

highlighted vulnerability of an Internet-dependenteconomyagainstcybercriminalsïand

insufficient law-enforcementinfrastructureandseriousnessto tacklethem. Cyble Inc., based

in Alpharetta,Georgia,saidcriminal hackersusedCl0p ransomwareto breachthe Indiabulls

companyôssecuritysystems. Ransomwaredeniesaccessto a computersystemor datauntil a

ransomis paid.

Ransomwarespreadsthroughphishing(fraudulent)e-mailsandbrowsinginfectedwebsites. It

has become the worldôsfastest-growing, most serious cybercrime. Google reports that

phishingattackshaveincreasedby 350% during the pandemic. Ransomwareñisa brutally

simple idea, executedwith increasingsophisticationby criminal groups,òsaid technology

journal ZDNet. The brilliant twist was to realizetheydonôthaveto stealthat datato make

money: theyjust haveto makeit impossibleto accessit againïby encryptingit ïunlessthe

paymentis done. US-basedCybercrimeMagazineestimatescomputercriminals causinga

stunningUS$6 trillion in damagesby 2021. That is doublethe $3 trillion foreseenin 2015ï

andthatpredictionwasmadefour yearsago.

The founderof CybersecurityVentures,SteveMorgan,calledcybercrimeñoneof thebiggest

problemsthathumanitywill facein thenext twodecadesò. Not just companiesbut individual

Internet usersface an increasingthreat. Cybercriminalstarget mobile phonesmore than

personalcomputers. Morgan termedthe trillions of dollars lost throughcomputercrimeñas

representingthe greatesttransferof economicwealth in historyé moreprofitable than the

globaltradeof all major illegal drugscombined.ò

But fighting computercrime still gets little attentionfrom governments,corporates,media

andindividuals. Computercriminalsandtheir onlineheistshavelong goneundertheserious

crime-fighting radar. From infant Internetdays,movieslike Wargames(1983) romanticized

hackersascleverteenageprankstersor anti-establishmentheroes. With humanityincreasingly

dependenton online life, computercriminals needto be seenas what they are: dangerous

criminalswho could emptyyour bankaccountandlife savings. Computercriminalsneedto

bedealtwith thesameway ascowardlyblackmailers,bankrobbersandterroriststhreatening

to blow up economicsystems. Six billion Internetuserswill be online by 2022, 75% of the

projected8 billion world populationïandby 2030, 90% of the 8.5 billion global population

will haveInternetconnectivity.
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The kid gloves need to come off in how governments,internationalorganizations,crime

fighters and judicial systemsdeal with cybercriminals. In offline life, anyonethreatening

nationalsecurity,breakinginto homes,bankvaults,robbingfolks andcommittingfraudwill be

staringat a judgemulling overchargesof terrorismandseriouscrimeïandfacingdecadesin

prison. But in online life, computerizedheists,fraud,andblackmailet al invariablyconjureup

mere thoughtsof strongeranti-virus and malware protection. The fight againstcomputer

criminalsïincluding psychoticvirus creatorsïmust be as seriousas it is againstterrorist

organizations,drugcartelsandmafiacrimesyndicates.

Fetch computer criminals down with stronger laws, special courts, and similar law-

enforcementpowerasusedagainstcrime syndicatesandterrorists. The BudapestConvention

(2001), toutedastheworldôsmost inclusiveagreementdedicatedto fighting cybercrime,has

only 55signatorycountries.

Ignoredor flying underthe radarfor long, computercriminalshavebecomethe mostserious

threat to a deepeningInternet-dependentglobal economy. Governmentsworldwide needto

wakeup andproactivelytargetcomputercriminals,includingcrookse-mailing announcements

that we havewon prizesandinheritances. The threatbecomesworsewith somenation-states

becomingcomputercriminals.

Lately, criminals using Maze ransomwaresaid they had breachedthe Xerox Companyôs

systemsandthreatenedto leak sensitivedataunlesstheywerepaid a ransom. The University

of California at SanFrancisco(UCSF)succumbedto the blackmailandpaid $1.14 million to

regain accessto its files after a ransomwareattack. More victims fell. Cyble Inc. reported

MazeransomwarebreachingSouthKoreanmultinationalgiantLG Electronics. Onlinesecurity

groupscall Mazeñaparticularly notoriousand well-organizedcybercriminalgroup.òIf the

victim fails to pay, criminals leak/publishtheir dataon their sitesusuallyhostedin the Dark

Webïa hiddenpart of the Internetmany times as large as the World Wide Web we access

throughnormalbrowsers.

RansomwaregroupssuchasCl0p, MazeandRevil infiltrate throughsecurityvulnerabilities,

including getting information from other cybercriminal groups. Criminals blackmail

individuals too, threateningto exposeembarrassinginteractionssuch as in pornographic

websites.
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Protect yourself from cybercriminals

Cyble Inc. recommendsindividual protectionagainstcybercriminals:

ÅNeversharepersonalinformation,particularlyfinancial informationover thephone,e-mail

or mobile-phonetext messages.

ÅUsestrongpasswordsandmulti-factorauthentication.

ÅRegularlymonitor your financial transactions. Contactyour bank the instantyou notice a

suspicioustransaction.

ÅTurn on the automatic software update feature on your computer, mobile and other

connecteddevicessuchaswebcams,asmuchaspossible.

ÅUsea reputedanti-virus andInternetsecuritysoftwarepackageon your connecteddevices

includingpersonalcomputers,laptops,andmobilephones.

More than vulnerable computer systems, cybercriminals exploit an individual human

weakness: greed. An e-mail offer soundingtoo goodto betruemaynot betrue. Greedremains

a lethal innerenemyandthecybercrookôsfavouriteweapon.

Source: Asiatimes.com
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RemoteCybersecurity: The RisksWhen Working From Home

During the times of global quarantine,working remotelyhas becomemore important than

ever. Soundssimple,but thesecurityto keepthedatasafehasnot beenthefocus.

The most commonform of hackingattacksis social engineering,including blueprintingand

spoofing. Oncethesetechniqueshavebeensuccessful,a hackingattackis unavoidable. Social

engineeringis the ability to infiltrate a companyor privatenetworkon the humanlevel and

acquiresensitiveinformation; theweakestpart in thechainof securityis thehumanbeing. It is

not possibleto implement antivirus, firewall or VPN into the human brain. Most of the

confidential information is passedon through email, phoneor conversationwithout people

beingawareof it. Thegoalof theacquisitionof this sensitiveinformationis gainingaccessby

usingthetrustandinformationagainstthem.

Socialengineeringis basedon usinghumans'naturaldesireto helpandtrusteasilyandthefear

of inconveniences. We all heardof the global hackingattacksat the beginningof this year

causedby email attachmentsthat containedharmful software,encryptingentire corporate,

governmentandpersonalinfrastructuredata. The victims wereheld hostageunlessthey paid

hugeamountsof ransomto receivea descriptorto gainaccessto thisdataagain.

A successfuldefencefor corporateandprivatenetworksdependson goodpolicies,education

andthefollowing of theindividual andenforcingthesepoliciespermanently. Eighty percentof

all hackingattemptsarebasedon socialengineering,andtheycannotbeavoidedby hardware

or software. Corporationsoften enforce strict IT security policies inside a company IT

infrastructure,but working remotely,thesepoliciesoften havenot beenpaid attentionto nor

havenot beenenforced.

It is observedthat for most corporations,the budgetfor IT securityis only availableafter a

security breach and loss of data. The proactive approachto investing in good security,

hardwareandsoftwareto setup remoteofficeshasnot yet reachedthestandards.

Socialengineeringis basedon person-to-personor person-to-PCinteractionthroughdatatyped

or spokenby an individual, triggeredby a situation or behaviour. It's a coalition between

emotionsand electricalsignalsin the brain. Somecompanyôsuse,for example,the SCARF

model to exposeand visualize this neuro-scientific behaviourand explain this phenomenon

andhow we ashumansrespondto externaltriggersthataffectour decisionmaking. This is just

one exampleof how your brain reactsto the psychologyused,triggering certainbehaviours

and emotions to cause a reaction that leads to unintentionally compromising sensitive

informationandsuccessfullyexecutionof a hack.

Source: Forbes.com

GLOBAL
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COVID -19Crisis May Warrant Changesto Your Cyber InsuranceCoverage

With the onsetof the COVID-19 crisis, U.S. businesseswere forced to rapidly expandtheir

remote IT capabilitiesto allow employeesto work from home. This processcreatednew

networkvulnerabilitiesdueto theproliferationof accesspoints,increasedrelianceon personal

devices,and erosion of central data controls. As a result, there has been an upsurgein

cyberattacksin the last few months,andthis trendwill likely continuefor the durationof the

pandemic. Cyberinsuranceplaysa critical role in mitigatingthebusinessrisk of a cyberattack.

A well-craftedpolicy canprotecta corporatepolicyholderfrom tensof millions of dollarsof

financial exposureresultingfrom a databreach. But manycyberpoliciesmay not adequately

coverthe emergingrisks surroundingremotework environments,andpotentialmodifications

shouldbeconsideredto obtainadditionalprotectionsin theageof COVID-19.

Cyber insurancehasbeenin existencefor more than20 years,first in connectionwith other

linesof coverage,thenasstandalonecyberpolicies. But themarketremainsa challengingone

for policyholders. There is very little caselaw interpretingcyber policies, and standardized

policy languagehasnot yet emerged. Despitethe variationbetweenpolicy forms,mostcyber

policiescontainthefollowing essentialcoverages:

ÅData Breach Expense,covering standardbreachresponsecosts to retain attorneysand

forensic investigatorsand to notify customerswhose personal information has been

compromised.

ÅPrivacy/NetworkSecurityLiability, coveringthedefenceandsettlementof classactionsand

third-partyclaims.

ÅRegulatoryClaims,coveringlegal feesto respondto governmentinvestigations,aswell as

civil fines,penalties,andsettlements.

ÅNetwork Interruption, covering lost profits and extra expensesresulting from a network

shutdown.

Cyber insurersalso offer a rangeof optional coveragesto addressspecific risks, such as

ransomwareattacks,datarestoration,andpaymentcardliability. Thescopeof coveragevaries

significantly betweenpolicy forms, and differencesin policy wording may determinewhich

lossescanbetransferredto theinsurer.

Implications of the COVID -19Crisis

Regardingparticularrisks surroundingremotework environments,somecyber policies may

havecoveragegapsor imprecisewording that insurerscanexploit to argueagainstcoverage.

For example:
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A sharpincreasehasbeenreportedin two typesof cyberattacksduringtheCOVID-19 crisis:

(i) ransomwareattacks,where hackersuse malware to encrypt a company'sdata, then

demandacryptocurrencypaymentto providedecryptionkeys; and

(ii) fraudulenttransferschemes,wherehackerssendforged emailsto targetedemployeesto

inducethemto transferfundsto offshoreaccounts.

Theseeventsmaynot fall within thestandardinsuringagreementsandoftenmustbeaddedby

endorsement,andthespecificwordingof the endorsementcould determinewhethercoverage

is available.

Many cyber policies include exclusionsfor negligentnetwork securitypracticesˈwhich,of

course,is contraryto theverypurposeof cyberinsurance. Wehaveseenexclusionsfor delayed

softwarepatches,useof unencryptedportabledevices,and designerrors affecting network

traffic capacity. Such exclusionscan be highly problematic,particularly during COVID-19

whennetworkIT resourcesarestrained.

TheCaliforniaConsumerProtectionAct ("CCPA") took effecton January1, 2020, coinciding

with COVID-19's arrival in the United States. This statute,consideredto be the nation's

toughestconsumerprivacy law, imposesnew requirementsregardingdatasecuritypractices,

third-party sharing, and disclosure of collection policies. For many companies,CCPA

compliancerequiredcostly investmentin new data systemsand processes. Theseburdens

could not havecomeat a worsetime for U.S. businesses,as they strugglewith limited cash

flow to maintainfluid and effective IT networks. Violations of the CCPA can result in civil

claims, statutory damages,and regulatory investigations. It is important for corporate

policyholdersto ensurethat their cyberinsurancepoliciesprovideadequatecoveragefor these

newregulatoryexposures.

Given the rapid evolutionof cyberinsurancecoupledwith COVID-19 datasecurityconcerns,

corporatepolicyholdersshould considerconductinga close review of their policies every

renewalcycle to determinethe adequacyof coverage. Expandedremotework arrangements

will persistfor the foreseeablefuture and,in somesectors,becomepart of the "new normal."

Businessesshouldconsidermodifying their cyberpoliciesto addresstheemergingrisks,with a

focus on the specific wording of key policy termsthat can makethe differencebetweenan

insuredlossandanuninsuredloss.



J. B. BODA GROUP

× J. B. BODA - First on Protectionï7 Decadesof Transformation.

Servicewith Commitment ïThird Generation & Moving oné

× 20+ Offices in India & 5 Offices Overseasin U.K., Singapore,Dubai, Nepal,Kenya.

× Employs 1,000+ personnel.

S E R V I C E S

· Insurance & Risk ManagementConsultants,Life Valuation, Life & EmployeeBenefit Schemes.

· Actuarial Valuations.

· Training Academy.

· Valuation of Land, Building, Plant & Machinery.

· Protection & Indemnity Insurance Services.

· Fire, Engineering, Miscellaneous Accident Surveyors & Loss Assessors. 

Marine Cargo Surveyors, Loss Assessors, Superintendents.

Container Surveyors, Tank Calibrators, Samplers & Analysts.

· International Reinsurance Brokers (Non-Life & Life).

· Direct Insurance Brokers (Non-Life & Life ).

DISCLAIMER

This documentis intendedfor generalinformationpurposesonly. We do notacceptanyresponsibilityor liability for any errorsor omissionstherein/ therefrom.

We havenotverified thecontentsof this documentandwe donotvouchfor their authenticity. We herebydisclaimanyresponsibilityor liability in theseregards.

Any statements,facts,figures,opinions,beliefsor views containedin this documentdo notnecessarilyreflectoursense,opinionor view andwecannotbeheldresponsibleor liable

for them.

Nothing herein contained shall constitute or be deemed to constitute a recommendation or an invitation or a solicitation or a suggestion for any party, person, product or service.

Reproduction or distribution of this document without our permission is strictly prohibited.

All disputes subject to Mumbai jurisdiction only.

Head Office:

Maker Bhavan No. 1, Sir Vithaldas Thackersey Marg, Mumbai 400 020 (INDIA)

Telephone : + 91 22 6631 4949 / 6631 4917 * Telefax : + 91 22 22623747 / 22625112

E-Mail : jbbmbi@jbbodamail.com * Web : http:// www.jbboda.net * Follow us on   fa Li

For any further enquiry regarding J. B. Boda Group kindly write to jirafe.vinayek@jbbodamail.com
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