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NEWS AT J. B. BODA

38 | Asia Insurance Review Special COVID-19 online section | June 2020

INSIGHTS FROM INSURANCE AND RISk LLEADERS

By JB Boda Insurance & Reinsurance Brokers chairman Atul D Boda

Together we will succeed

find happiness in the little things

and keep our spirits high. India
is known for its spirituality where
all festivals are celebrated with
much fervour, but the COVID-19
pandemic saw citizens maintain their
demeanour to break the chain of the
virus by staying at home.

Governments all over the world
are leaving no stone unturned
to ensure that the best medical
services and drugs are available for
their citizens and are also taking
steps to reduce the spread of the
virus. On the economic front,
many governments are pumping in
stimulus packages in stages which
has helped in maintaining economic
stability, though the road ahead
is a very tough one. Financial aid,
emergency fund, moratorium on
mortgage and loan repayment are
few of the packages that have been
offered to mitigate the impacts of the
coronavirus crisis.

l n a major crisis it is important to

Countries have allied to fight this
world war like situation. It will be an
understatement to say that the world
as we know it, changed radically over
the last 6-8 weeks. A revolutionary
and an unexpected change noticed is
the exchange of information between
countries of past experiences with
viruses and joint experiments on
dealing with the pandemic.

Various scientists and clinical
researchers globally have waged
a war against COVID-19 and are
labouring hard to find a drug for
its treatment. In India, the ministry
of human resources has asked all
leading technological institutions
in the country to activate their
incubation centres and develop
solution that could help contain
the virus. Corporate India is also
aiding the government in its fight
against the coronavirus outbreak
by donating generously, supplying
medical equipment and opening
hospitals.

Parallel efforts and contributions
are seen worldwide with relief
and rehabilitation interventions.
Volunteers and disaster management
teams have also partnered with the
government to combat the virus. The
cancellation of a number of major

events and conferences, including
the Tokyo Olympics, has impacted
the travel and tourism industry.
Countries will need to adopt absolute
austerity measures to reduce the
impact of the economic losses.

COVID-19 might be disrupting
our world, but with intelligent
and holistic geospatial data
administration we can offer a
comprehensive approach to risk and
insurance. This pandemic experience
may help to future proof our industry
against major market tremors.

For businesses the challenge that
remains unchanged is the need to
meet its goals.

Across the world governments,
economists, scientists, corporates,
technology providers and the
community have come together to
steer us through these difficult times.
By cooperating with individuals and
sociely, we can continue to pursue
our hobbies and dreams and live a
satisfied life realising that health is
the ultimate wealth.

This is not the first time that the
world is impacted by a pandemic and
each time in the past the human race
has won the fight and learnt ways
to live life all over again. Against all
odds, economic activity was restarted
and countries have regained their
positions in the world. The COVID-19
pandemic will also pass soon and we
will again shine bright as the sun.
Human resilience will ultimately
win.m

An article "Together we will succeetiby Mr. Atul Boda, Chairman i J. B. Boda Grouppublished in the
Special COVID-19 June 2020 edition of Asia Insurance Review the leading & finest media in the insurance
fraternity. The complete article was shared earlier with our patrons at the commencement of the m@@RQiune
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PRIME STORY

The $6 trillion heistavoiding global attention

Criminal hackersdemandingransomfrom a leading Indian financial companyonce more
highlighted vulnerability of an Internetdependenteconomyagainstcybercriminalsi and
insufficientlaw-enforcementnfrastructureand seriousnes$o tacklethem Cyble Inc., based
in Alpharetta,Georgia,said criminal hackersusedCIOp ransomwareo breachthe Indiabulls
C 0 mp asecquriysystemsRansomwareleniesaccesso a computersystemor datauntil a
ransomis paid

Ransomwarspreadshroughphishing(fraudulent)e-mails andbrowsinginfectedwebsites It
has becomethe w o r | fastesigrowing, most serious cybercrime Google reports that
phishingattackshaveincreasedoy 350% during the pandemic Ransomwardi i asorutally
simple idea, executedwith increasingsophisticationby criminal g r o u gaisl teahnology
journal ZDNet. The brilliant twist wasto realizetheyd o nhaveto stealthat datato make
money theyjust haveto makeit impossibleto accesst againi by encryptingit i unlessthe
paymentis done US-basedCybercrimeMagazineestimatescomputercriminals causinga
stunningUS$6 trillion in damagesy 2021 Thatis doublethe $3 trillion foreseenn 20157
andthatpredictionwasmadefour yearsaga

Thefounderof CybersecuritiWentures,SteveMorgan,calledcybercrimefi o rofahe biggest
problemsthathumanitywill facein thenexttwod e ¢ a.det gishcompaniedut individual
Internet usersface an increasingthreat Cybercriminalstarget mobile phonesmore than
personalcomputers Morgantermedthe trillions of dollarslost throughcomputercrimeii a s
representinghe greatestransferof economicwealthin historyé more profitable thanthe
globaltradeof all majorillegal drugscombinedo

But fighting computercrime still getslittle attentionfrom governmentscorporatesmedia
andindividuals Computercriminalsandtheir online heistshavelong goneunderthe serious
crime-fighting radar From infant Internetdays,movieslike Wargameg1983 romanticized
hackersascleverteenaggranksteror antirestablishmenteroesWith humanityincreasingly
dependenbn online life, computercriminals needto be seenas what they are dangerous
criminalswho could empty your bankaccountandlife savings Computercriminals needto
be dealtwith the sameway ascowardlyblackmailerspankrobbersandterroriststhreatening
to blow up economicsystems Six billion Internetuserswill be online by 2022 75% of the
projected8 billion world populationi andby 2030 90% of the 8.5 billion global population
will havelnternetconnectivity
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The kid gloves needto come off in how governmentsjnternational organizations,crime
fighters and judicial systemsdeal with cybercriminals In offline life, anyonethreatening
nationalsecurity,breakinginto homes pankvaults,robbingfolks andcommittingfraudwill be
staringat a judge mulling over chargeof terrorismandseriouscrimei andfacingdecadesn

prison But in onlinelife, computerizedeists, fraud,andblackmailet al invariably conjureup

mere thoughtsof strongerantivirus and malware protection The fight againstcomputer
criminalsi including psychoticvirus creatorsi mustbe as seriousas it is againstterrorist
organizationsdrug cartelsandmafia crime syndicates

Fetch computer criminals down with stronger laws, special courts, and similar law-

enforcemenpower asusedagainstcrime syndicatesandterrorists The BudapesiConvention
(2007), toutedasthew o r Imibsiisclusive agreementedicatedo fighting cybercrime,has
only 55 signatorycountries

Ignoredor flying underthe radarfor long, computercriminals havebecomethe mostserious
threatto a deepeninginternetdependenglobal economy Governmentsvorldwide needto
wakeup andproactivelytargetcomputercriminals,including crookse-mailing announcements
that we havewon prizesandinheritancesThe threatbecomesvorsewith somenationstates
becomingcomputercriminals

Lately, criminals using Maze ransomwaresaid they had breachedthe Xerox Co mpany 6
systemsandthreatenedo leak sensitivedataunlessthey were paid a ransom The University

of Californiaat SanFrancisco(UCSF)succumbedo the blackmail and paid $1.14 million to
regain accesdo its files after a ransomwareattack More victims fell. Cyble Inc. reported
MazeransomwardreachingSouthKoreanmultinationalgiantLG Electronics Online security
groupscall Maze i garticularly notoriousand well-organizedcybercriminalgroupo If the
victim fails to pay, criminals leak/publishtheir dataon their sitesusually hostedin the Dark

Webi a hiddenpart of the Internetmanytimes as large asthe World Wide Web we access
throughnormalbrowsers

Ransomwaregroupssuchas ClOp, Maze and Revil infiltrate throughsecurityvulnerabilities,
including getting information from other cybercriminal groups Criminals blackmail
individuals too, threateningto exposeembarrassingnteractionssuch as in pornographic
websites
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Protect yourself from cybercriminals

Cyble Inc. recommendéndividual protectionagainstcybercriminals

A Neversharepersonainformation, particularlyfinancial information over the phone,e-mail
or mobile-phonetext messages

A Usestrongpasswordsindmulti-factor authentication

A Regularlymonitor your financial transactionsContactyour bank the instantyou notice a
suspicioudransaction

A Turn on the automatic software update feature on your computer, mobile and other
connectedlevicessuchaswebcamsasmuchaspossible

A Usea reputedanti-virus and Internetsecuritysoftwarepackageon your connecteddevices
including personaktomputerslaptops,andmobile phones

More than vulnerable computer systems, cybercriminals exploit an individual human
weaknessgreed An e-mail offer soundingtoo goodto betrue maynot betrue Greedremains
alethalinnerenemyandthecyberc r o dakodirgeweapon

Source Asiatimescom
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GLOBAL

RemoteCybersecurity: The Risks When Working From Home

During the times of global quarantine,working remotely has becomemore important than
ever Soundssimple,butthe securityto keepthe datasafehasnot beenthefocus.

The mostcommonform of hackingattacksis social engineeringjncluding blueprintingand
spoofing Oncethesetechniqueiavebeensuccessfula hackingattackis unavoidableSocial
engineerings the ability to infiltrate a companyor private network on the humanlevel and
acquiresensitiveinformation theweakespartin the chainof securityis thehumanbeing It is
not possibleto implement antivirus, firewall or VPN into the human brain Most of the
confidential information is passedon through email, phoneor conversationwithout people
beingawareof it. The goal of the acquisitionof this sensitiveinformationis gainingaccesdy
usingthetrustandinformationagainstthem

Socialengineerings basedon usinghumanshaturaldesireto helpandtrusteasilyandthefear
of inconveniencesWe all heardof the global hacking attacksat the beginningof this year
causedby email attachmentghat containedharmful software, encrypting entire corporate,
governmentand personalinfrastructuredata The victims were held hostageunlessthey paid
hugeamountsof ransonto receivea descriptorto gainaccesgo this dataagain

A successfutlefencefor corporateand private networksdependson good policies, education
andthe following of theindividual andenforcingthesepoliciespermanentlyEighty percentof
all hackingattemptsarebasedon socialengineeringandthey cannotbe avoidedby hardware
or software Corporationsoften enforce strict IT security policies inside a company IT
infrastructure but working remotely,thesepolicies often havenot beenpaid attentionto nor
havenot beenenforced

It is observedhat for most corporationsthe budgetfor IT securityis only availableafter a
security breach and loss of data The proactive approachto investing in good security,
hardwareandsoftwareto setup remoteoffices hasnot yet reachedhe standards

Socialengineerings basedn personto-personor personto-PCinteractionthroughdatatyped
or spokenby an individual, triggered by a situation or behaviour It's a coalition between
emotionsand electrical signalsin the brain Somec o mp ause,férexample,the SCARF
model to exposeand visualize this neurascientific behaviourand explain this phenomenon
andhow we ashumangespondo externaltriggersthataffectour decisionmaking Thisis just
one exampleof how your brain reactsto the psychologyused,triggering certainbehaviours
and emotions to cause a reaction that leads to unintentionally compromising sensitive
informationandsuccessfullyexecutionof a hack

Source Forbescom
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COVID -19 Crisis May Warrant Changesto Your Cyber Insurance Coverage

With the onsetof the COVID-19 crisis, U.S. businessesvere forced to rapidly expandtheir
remote IT capabilitiesto allow employeesto work from home This processcreatednew
networkvulnerabilitiesdueto the proliferationof accespoints,increasedelianceon personal
devices, and erosion of central data controls As a result, there has been an upsurgein
cyberattacksn the lastfew months,andthis trendwill likely continuefor the durationof the
pandemicCyberinsuranceplaysa critical role in mitigatingthe businesgisk of a cyberattack
A well-craftedpolicy canprotecta corporatepolicyholderfrom tensof millions of dollars of
financial exposureresultingfrom a databreach But manycyberpolicies may not adequately
coverthe emergingrisks surroundingremotework environmentsand potentialmodifications
shouldbe consideredo obtainadditionalprotectiongn theageof COVID-10.

Cyberinsurancehasbeenin existencefor morethan 20 years,first in connectionwith other

lines of coveragethenasstandaloneyberpolicies But the marketremainsa challengingone

for policyholders Thereis very little caselaw interpretingcyber policies, and standardized

policy languagehasnot yet emerged Despitethe variation betweenpolicy forms, mostcyber

policiescontainthe following essentiatoverages

A Data Breach Expense,covering standardbreachresponsecoststo retain attorneysand
forensic investigatorsand to notify customerswhose personal information has been
compromised

A Privacy/NetworkSecurityLiability, coveringthe defenceandsettlemenbf classactionsand
third-party claims

A RegulatoryClaims, coveringlegal feesto respondo governmeninvestigationsaswell as
civil fines,penaltiesandsettlements

A Network Interruption, covering lost profits and extra expensesesulting from a network
shutdown

Cyber insurersalso offer a range of optional coveragesto addressspecific risks, such as
ransomwareattacks datarestorationandpaymentcardliability. The scopeof coveragevaries
significantly betweenpolicy forms, and differencesin policy wording may determinewhich
lossescanbetransferredo theinsurer

Implications of the COVID -19 Crisis

Regardingparticularrisks surroundingremotework environmentssomecyber policies may
havecoveragegapsor imprecisewording thatinsurerscan exploit to argueagainstcoverage
Forexample
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A sharpincreasenasbeenreportedin two typesof cyberattacksluringthe COVID-19 crisis

() ransomwareattacks, where hackersuse malware to encrypt a company'sdata, then
demanda cryptocurrencypaymentto providedecryptionkeys and

(i) fraudulenttransferschemeswhere hackerssendforged emailsto targetedemployeedo
inducethemto transferfundsto offshoreaccounts

Theseeventsmay not fall within the standardnsuringagreementandoftenmustbe addedby
endorsementandthe specificwording of the endorsementould determinewhethercoverage
is available

Many cyber policies include exclusionsfor negligentnetwork securitypr act i c e ' wh
coursejs contraryto the very purposeof cyberinsuranceWe haveseenexclusiongor delayed
software patches,use of unencryptedportable devices,and designerrors affecting network

traffic capacity Such exclusionscan be highly problematic,particularly during COVID-19
whennetworkIT resourcesrestrained

The California ConsumerProtectionAct ("CCPA") took effecton Januaryl, 202Q coinciding
with COVID-19s arrival in the United States This statute,consideredto be the nation's
toughestconsumelprivacy law, imposesnew requirementgegardingdatasecuritypractices,
third-party sharing, and disclosure of collection policies For many companies, CCPA
compliancerequired costly investmentin new data systemsand processesTheseburdens
could not havecomeat a worsetime for U.S. businessesas they strugglewith limited cash
flow to maintainfluid and effective IT networks Violations of the CCPA canresultin civil
claims, statutory damages,and regulatory investigations It is important for corporate
policyholdersto ensurethattheir cyberinsurancepoliciesprovideadequateoveragdor these
newregulatoryexposures

Giventherapid evolutionof cyberinsurancecoupledwith COVID-19 datasecurityconcerns,
corporatepolicyholdersshould considerconductinga close review of their policies every
renewalcycle to determinethe adequacyof coverage Expandedremotework arrangements
will persistfor the foreseeablduture and,in somesectors pecomepart of the "new normal”
Businesseshouldconsidemmodifying their cyberpoliciesto addresshe emergingisks, with a
focus on the specific wording of key policy termsthat can makethe differencebetweenan
insuredlossandanuninsuredoss
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J. B. BODA GROUP

x J. B. BODA - First on Protectioni 7 Decadesof Transformation.
Servicewith Commitment i Third Generation & Moving oné
x 20+ Officesin India & 5 Offices Overseasin U.K., Singapore,Dubai, Nepal, Kenya.

X Employs 1,000+ personnel

SERVICES

Insurance & Risk ManagementConsultants,Life Valuation, Life & EmployeeBenefit Schemes
Actuarial Valuations.

Training Academy.

Valuation of Land, Building, Plant & Machinery.

Protection & Indemnity Insurance Services.

Fire, Engineering, Miscellaneous Accident Surveyors & Loss Assessors.

Marine Cargo Surveyors, Loss Assessors, Superintendents.

Container Surveyors, Tank Calibrators, Samplers & Analysts.

International Reinsurance Brokers (NonLife & Life).

Direct Insurance Brokers (NonLife & Life ).

Head Office
Maker Bhavan No. 1, Sir Vithaldas Thackersey Marg, Mumbai 400 020 (INDIA)
Telephone : + 91 22 6631 4949 / 6631 4917 * Telefax : + 91 22 2262322825112
E-Mail : jpbmbi@jbbodamail.com * Web : http:// www.jbboda.net * Follow us on[Ej
For any further enquiry regarding J. B. Boda Group kindly write to jirafe.vinayek@jbbodamail.com

/

DISCLAIMER

+ This documents intendedfor generainformation purpose®nly. We do notaccepiany responsibilityor liability for any errorsor omissionstherein/ therefrom

We havenot verified the content®f this documen@andwe do notvouchfor their authenticity We herebydisclaimany responsibilityor liability in theseregards

Any statementsfacts, figures, opinions, beliefs or views containedn this documento not necessarilyeflect our senseppinion or view andwe cannotbe held responsibleor liable
for them

Nothing herein contained shall constitute or be deemed to constitute a recommendation or an invitation or a solicitation doa fsuggssparty, personproductor service.
Reproductioror distribution of this document without our permission is strictly prohibited.

+ All disputes subject to Mumbai jurisdiction only
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